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IT Audit and Compliance

Top 10 Compliance Issues
for the Payment Card Industry (PCI)

Many organizations are aware of the Payment Card Industry (PCI) and PCI
O2YLX Al yOS o6dzi FNBX y20 adaNBE AT GKSe&c
provides an overview of PCI, along with useful information for merchants, servic
providers, and dter organizations that must meet PCI requirements.

1. What is PCI?

PCl is a general term for the Payment Card Industry. This industry encompasse
organizations that store, process and transmit cardholder data. The major
stakeholders in PCI are nodrants, service providers, banks, card brands, the PCI
Security Standards Council (PCl SSC), and PCI Qualified Security Assessors (C
Approved Scanning Vendors (ASVs).




There are three main tiers of players: the PCI SSC, card brands, and mamike

» Security »
Standards Council

1. Develops Standards

2. Establishes compliance requirements for
banks and service providers

CHASE G BankofAmerica%>  ([Ebank.

3. Enforces requirements on merchants

PCI SSCThe PCI Security Standards Coumasil.pcisecuritystandards.ojds an independent organization founded
in 2006. The PCI SSC is responsible for the development, management, education, and awareness of the PCI ¢
Standards. ThBCI SSC does NOT enforce or manage PCI compliance for merchants or service praderel
SSC publishes standards, maintains authorized assessors, educates and certifies assessors, and maintains lists
approved assessors and applications.

There are four major compliance programs that the PCI SSC is responsible for:

1. Data Security Standard (DSS)

2. Approved Scanning Vendors (ASVs)

3. Payment Applicatioibata Security Standard (F¥SS)
4. PIN Transaction Security (PTS)

Card Brandg The major card brands (American Express, Discover, JCB, MasterCard, and Visa) maintain their o
compliance programs. While there are differences in the operational regulations for each brand and their respec
validation requirements, all card brands require their merchants, service providers, and member banks to be PC
compliantatalltimes C2 NJ SEI YLIX ST LI 3S T1TH 27F 'statesd! ! 4 3$ &S MILISdeE (
and ensure that its Merchants and Agents comply, with the Payment Card Industry Data Security Standard and t
validation and reporting requirements as outlined inthé NRK2f RSNJ LY F2N¥Y I GA2y { SOd

! http://usa.visa.com/download/merchants/visasaoperatingregulations.pdf
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http://www.pcisecuritystandards.org/

Each card brand has similar statements. They require their member banks to be compliant with their specific cal
brand requirements, and also to meet the requirements of the PCI DSS. The banks are resporesiBleifog that
their merchants are compliant. More information can be found for these prograriseateb sites listed in the
following table.

Card Brand Compliance Program Web site
VISA CISP (Cardholder Information Security Progrg www.visa.com/cisp
MasterCard SDP (Site Data Protection) www.mastercard.com/sdp
American
Express DSOP (Data Security Operating Procedures) | www.americanexpress.com/datasecurity

DISC (Discover Information Security and
Discover Compliance) www.discovernetwork.com/DISC

JCB JCB Dat&ecurity Program www.jcb-global.com/english/pci

Member Banksare banks that connect to the card brands and accept credit card transactions. Card brands can ¢
intermediaries for the settlement angeconciliation of credit card transactions through their networks (i.e. Visa and
MasterCard), or they can act as the banks themselves (American Express).

The following illustration provides a hidével overviev:
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2. What domerchants have to do to be P€bmpliant?

Merchants must meet theequirements of the PCI DS&adl times.Compliance ishowever different from validation. Although
merchants must beompliantat all times, theyalidatetheir compliance by providing two items to their banks upon request:

1. Report on Compliance (ROC) or Self Assessment Quest®(BAQ)
2. Quarterly Network scans.

ROG are independent assessments conducted by companies that are trained and authorized by the PCI SSC. These con
are Qualified Security Assessors (@pAnd complete their assessments according toRt# AssessmeProcedures. RQ@Gre
required for large merchants (Level 1 and Level 2 merchants

SAQ follow a sirilar format to the ROC, butre not peformed by QS# Instead, they are sedttestations provided by a
company officer of an organization.

Quarterly Network Scans are technical tests condddby Approved Scan Vendors (ASVs).sABMexternal scans on all public
facing IP addresses af organizatiorand rank the findings baden guidance from the PCI SSC.

The Prioritized Approach provides guidarthat will help merchants idéify how to reduce risk to cardholder data as eaty
possible in their compliance journey. The tool groups together the requirements of PCI DSS 1.2 into six key milestones for
merchants to consider in their card data seigustrategy.

For nmerchants who are new to the R€mpliance program, the PCI SSC has pulitishé &t NR&A 2 N& (i AdffER | LJl
guidance on how to focus PCI DSS implementation efforts in a way that expeditsectirity of cardholder data.

https://www.pcisecuritystandards.org/education/prioritized.shtml

The PCI SSC announced a new Internal Security Assessor (ISA) progédifargiF 8 SR G KS a+ I f A Retnal A 2
{ SOdzNR (1 & ! &aSaa220B ThelSAl progreind stafey tRat idistendedLidNe®Ip merchants better prepare for
assessments, interface with their QSA, and manage their compliance prodiraanst intendedto replace QSA services.
However, MasterCard has indicatatiat this programmust be used for Level hd 2 Merchants that want to do self
assessments after Ju211.

The ISA program is an accreditation program, unlike the standard PCI merchant training. As such, theamtguarenmuch
more detailed. Thedvalidation Requirements for Internal Security Assesseraritten to allow only fultime InternallT
SecurityAuditorsto qualify as an 1ISADetails about the program and its requirements are at the link below.

https://www.pcisecuritystandards.org/education/isa_training.shtml

3. How do | know my merchant level?

The card brands have set a tiered system for determining merchant leibdst merchants have their level determined by the
number of transactions per card type in a year. This is based on volume and not the transaction dollar drhewadquiring
bank for each merchant is ultimately responsible for determimrggchant leels, so the best approach is to contact your
acquirer.
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4. What determines ifa merchant requires a ROC oiSAQ?

Eah acquiring bank ultimately determines merchant validation requirements. The card brands each publish their own
guidelines, whichr@ summarized in the table below.

Description Validation Action Validated By

Merchants processing over 6 mitliansactions
annually (all channels) or global merchants identified

Level 1 ba card brand 9 Annual Ossite PCI Dat

1 B Security Assessme
Any merchant théanas suffered a hack or that a ce 1 Quarterly Network Sca

brandat its sole discretion, determines should meeté
Level 1 merchant requirements to minimize risk to t

9 Qualified Security Assessor
Internal Audit if signed by Officer
the company

9 Approved Scanning Vend
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1 AnnuaPClI Se _ _ 9 Merchant OR QS
Assessment Questionnai ' u Note: Effective 680/11, MasterCar
--- OF--- requires SAQs to be completed &
2 Any mercharregardless of acceptance chani 1 Annual Ossite PCI Dat PC-DSS accredited -house resource

processing 1,000,000 to 6,000t@nsactionperyear

Alternatively, Merchants can do an
site audit with a QS
9 ApprovecScanninVendol

Security Audi

1 QuarterlyNetworkScar

9 Annual PCI Se
Assessment Questionnai
1 Quarterly Network Sca

3 Any merchant processing 20,000 to 1,008\
commercdransactions per yea

9 Merchant
9 Approved Scanning Vend

Any merchant processing less than 20,600 e
commercetransactions per year, andll other
merchantsregardless of acceptance chaprocessing
up to 1,000,000 Visa transactions per ye

1 Annual PCI Se
Assessment Questionnai § Merchant

1 Quarterly Network Sca 1 Approved Scanning Vend
(if applicable

R R R

5. What is a servicerpvider?

ThePCl has different requirements for service providers than mercha&ssvice providers are organizations that process,
store, or transmit cardholdedata on behalf o€lient, merchants, or other service providers.

Visa classifies service providers as Third Party AERS) A TPA is an entity, not connected to VisaNet, that provides
paymentrelated services, directly ondirectly, to a Visa cligrand/or stores, processes or tramits Visa account numbers. T&PA
include organizations such as Independent Sales Organizations (ISOs), Third Party Servicers (TPSs), Encryption and Sup
Organizations (ESOs) and Merchant Servicers (M8ght reqistrdion is required for all entities performig solicitation

activities and/or storing, processin@r transmitting Visa account numbers for Visa clients (or on behalf of their merchants).

http://usa.visa.com/download/merchants/Agent FAQ.pdf
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